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McAfee Stinger Portable DLL Hijack
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Process Name PID Cpergtion Path Result Detail

stinger32 exe 276 BCrEateFila Chllge \Desktop'McAfee StingerPortable’\App \Stinger\mfeaaca.dll NAME NOT FOUND Desired Access: R...
stinger32 exe 276 3%ateﬁla C\Windows'System32'mfeaaca dll NAME NOT FOUND Desired Access:
stinger32 exe 276 a%ateﬁls C\Windows"system"mfeaaca.dll NAME NOT FOUND Desired Access: R...
stinger32 exe 276 '-ElCrEateFlla C\Windows'mfeaaca dll NAME NOT FOUND Desired Access:
stinger32 exe 276 acfEatEF“E C\Program Files‘stingermfeaaca dll MAME NOT FOUND Desired Access: H...
stinger32 exe 276 BCrEateFila C:\Program Files\Windows Resource Kits\Tools\mfeaaca.dll NAME NOT FOUND Desired Access: R...
stinger32.exe 276 3Createﬁle C\Windows"\System32'mfeaaca dll NAME NOT FOUND Desired Access: R...
stinger32 exe 276 a%ateﬁls Ch NAME NOT FOUND Desired Access: R...
stinger32 exe 276 '-ElCrEateFlla o "whem'\mfeaaca.dil NAME NOT FOUND Desired Access:
stinger32 exe 276 BACIEateFiIE WindowsPowerShel'w1.0vmfeasca.dll MAME NOT FOUND Desired Access: H...
stinger32 exe 276 "ElCrEateFiIa McAfeeStingerPortable’\App\Stingeristinger32ENL dil NAME NOT FOUND Desired Access: R...
stinger32.exe 276 BnCrEateFile \Desktop'McAfee StingerPortable App\Stinger\stinger32ENU dIl.DLL NAME NOT FOUND Desired Access: R...
stinger32 exe 276 BCrEateFila \DesktopMcAfee StingerPortable’\App \Stingerstinger32ENL dll NAME NOT FOUND Desired Access: R...
stinger32 exe 276 "39;0?ateﬁla \Desktop“McAfee StingerPortable \App\Stinger'stinger32ENU dll. DLL NAME NOT FOUND Desired Access:
stinger32 exe 276 E;CreateFils Desktop'\McAfeeStingerPortable’App \Stinger'stinger3ZENLU dil MAME NOT FOUND Desired Access: H...
stinger32 exe 276 '-ElCrEateFila \DesktopMcAfee StingerPortable’\App*.Stingertstinger32ENU dil DLL NAME NOT FOUND Desired Access:
stinger32 exe 276 3;&5ateFile '\Desktop'\McAfeeStingerPortable’\App \Stinger'stinger32ENLU dll MAME NOT FOUND Desired Access: R..
stinger32 exe 276 BCrEateFila \DesktopMcAfee StingerPortable’\App"\Stingeratinger32ENU dIl.DLL NAME NOT FOUND Desired Access: R...
stinger32 exe 276 3%ateﬁla \Desktop'McAfee StingerPortable App\Stinger'stinger3ZLOC.dll NAME NOT FOUND Desired Access: R
stinger32 exe 276 a%ateﬁls \\DesktopMcAfee StingerPortable’App*.Stingerstinger32L0C dll. DLL NAME NOT FOUND Desired Access: R...
stinger32 exe 276 '-ElCrEateFlla \DesktopMcAfee StingerPortable’App.Stingertstinger32LOC.dll NAME NOT FOUND Desired Access: R
stinger32 exe 276 acfEatEF“E Desktop'\McAfeeStingerPortable’\ App*\Stinger'stinger32L0C.dll.DLL MAME NOT FOUND Desired Access: H...
stinger32 exe 276 BCrEateFila DesktopsMcAfeeStingerPortable’App\StingerD'Write dil NAME NOT FOUND Desired Access: R...
stinger32.exe 276 3Createﬁle \Desktop“McAfee StingerPortable’\ App \Stinger\dxgi dil NAME NOT FOUND Desired Access: R...
stinger32 exe 276 a%ateﬁls \DesktopMcAfee StingerPortable’App*.Stinger DX G| Debug dil NAME NOT FOUND Desired Access: R...
stinger32 exe 276 '-ElCrEateFlla NAME NOT FOUND Desired Access:
stinger32 exe 276 BACIEateFiIE indows".System 324 DXGIDebug dll MAME NOT FOUND Desired Access: H...
stinger32 exe 276 "ElCrEateFiIa \DesktoptMcAfee StingerPortable’\App\Stinger\vm3dum.dll NAME NOT FOUND Desired Access:
stinger32.exe 276 BnCrEateFile \Desktop'McAfee StingerPortable’App \Stinger\vm3dum.dll NAME NOT FOUND Desired Access:
stinger32 exe 276 BCrEateFila \DesktopMcAfee StingerPortable’\AppStinger D30 10Wamp dil NAME NOT FOUND Desired Access: R...
stinger32 exe 276 "39;0?ateﬁla \DesktopMc Afee StingerPortable \App \Stinger\vm3dum.dll NAME NOT FOUND Desired Access:
stinger32 exe 276 E;CreateFils Desktop'\McAfeeStingerPortable’\App \Stinger'wm3dum.dll MAME NOT FOUND Desired Access: H...
stinger32 exe 276 '-ElCrEateFila \DesktopMcAfee StingerPortable’\App*.Stinger\D3D 10Warp dil NAME NOT FOUND Desired Access:

Showing 33 of 107,826 events (0.030%) Backed by virtual memory

McAfee attempts to load "mfeaaca.dll" several times, including when it runs a scan, and

thus may not be the best candidate.
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the stinger32ENU.dIl and stinger32LOC.dll locations resulted in McAffe crashing when

returning FALSE from PROCSESS_ATTACH. "vm3dum.dIl" was never loaded

"DWrite.dlIl" worked fine when calls were forwarded to the proper system DLL

"DXGIDebug.dll" did not cause problems when returning FALSE from PROCESS_ATTACH

(and thus no calls were forwarded)
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